Poirot: Private Contact Summary Aggregation
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Poirot: In a Nutshell Threat Model Design: Data Processing

Semi-honest: Honestly participate in the protocol but may Use multiparty computation (MPC) and differential privacy (DP)
attempt to learn sensitive information. to compute and release noisy aggregates.

Physical distancing between individuals is key to preventing the
spread of contagious diseases.

Learn their own number of contacts with locations
and times.

Poirot: Measures physical distancing while ensuring user

privacy Users What is the average number of

Learn which user is using the system and metadata. contacts for <location, time> pair?

e.g., how many records are updated each day, times
of updates, and whether a user has sufficient number e.9,, query f = SELECT * FROM contact_
P ? summary_table GROUPBY location and time.

* Protects user privacy by collecting and releasing aggregate of tokens.
statistics that can’t be linked back to every individual.

» Measures physical distancing through contact events between
individuals (independent of diagnosis status).

Learn the set of users participating in the system.
Poirot complements traditional contact tracing techniques by SN

enabling more proactive measures.
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@ Administrators and potentially everyone learn :
differentially-private aggregate statistics. MPC allows computation on secret-shared data.

DP ensures statistics do not reveal individual's data.

Poirot collects and shares aggregate
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statistics without linkabillity:.

How would Poirot be used? Design: Data Collection Evaluation
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Poirot provides actionable information to both

Poirot scales effectively even for large

Servers only learn metadata about contact summaries.

Individual users and decision makers.

(e.g., state-wide) deployment scenarios.
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